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1	Decision/action requested
Approve the pCR to TR 33.890[2].
2	References
[1]			3GPP TR 23.700-87: " Study on system architecture enhancement for next generation real time communication; phase 2"

[2]	3GPP TR 33.890 v 0.3.0: "Study on security support for Next Generation Real Time Communication services"
3	Rationale
This contribution proposes a new solution to address KI#2 in 3GPP TR 33.890 [2], considering reusing the WebRTC data channel DTLS, mandatory to support and use in WebRTC, letting it through transparently all the way through the IMS network between the peers, avoiding anchoring DTLS or protocol layers above DTLS in any IMS media nodes that are not IMS Data Channel or WebRTC data channel endpoints. This solution is aligned with Solutions #3, #6, #9, #16, and #20 in TR 23700-87 [1].
4	Detailed proposal
Approve the following changes to TR 33.890 [2]. 
*** Start of 1st Change ***
[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632][bookmark: _Toc104221111]6.X	Solution #X: How to avoid e2ae limitation and achieve e2e security for IMS Data Channel
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc104221112]6.X.1	Introduction
This solution addresses the key issue #2 (Security aspects of Data Channel usage in IMS network). As stated in the key issue details, clause N.3 of TS 33.328 [3] describes media security of the WebRTC data channel, but only e2ae (end-to-access edge) security is specified now. It means that an SCTP over DTLS connection is established between the DCMTSI client and the IMS-AGW (see section 5.20.2 of 3GPP TS 23.334 [10]). The text is void of any references to e2e security mode for the IMS data channels. However, there exist use cases in TS 23.700-87 [2] (Solutions #3, #6, #9, #16, and #20) where Data Channel Server (DCS) or related data channel application functionality can be deployed in an external data server outside the operator’s administrative domain. According to IETF RFC 8831 [9] (clause 6.2), SCTP over DTLS connection needs to be established between two endpoints supporting WebRTC data channel protocol (e.g., the DCMTSI client and the external data channel server or data channel application server).
This solution proposes to allow the DTLS connection from the data channel endpoints to pass transparently through the IMS network by allowing e2e security mode for IMS (and thus WebRTC) data channel media.
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc104221113]6.X.2	Solution details
6.X.2.1	Solution Description
The MDC2 reference point as described in TS 23.700-87 [2] Solution#20(and similar reference points in other solutions in that document) is used for transport of data channel media between DC Media Function (either DCMF or enhanced MRF) and DC Application Server, see Figure 6.X.2.1-1 as one example of such solution.


Figure 6.X.2.1-1: Use of IMS-external data channel media (see TS 23.700-87 [2], clause 6.20.1)
The IMS Data Channel user plane (not depicted in Figure 6.X.2.1-1) from UE (DCMTSI client in terminal) to the IMS-AGW is secured with DTLS regardless of e2ae or e2e security being used. If IMS-AGW does not terminate DTLS and thus only anchors IP and UDP protocol layers towards DCMF/enhanced MRF, and if DCMF/enhanced MRF is also transparent to DTLS traffic between Mb and MDC2 reference points, e2e security is achieved between the UE and the DC Application Server, without security risks even if the DC Application Server is placed outside of the operator’s domain.
6.X.3	Evaluation
The solution addresses the KI#2 Security aspects of Data Channel usage in IMS network. The following changes are suggested:
· TS 33.328 [3] needs to be enhanced to allow e2e security for IMS (and WebRTC) Data Channel media and should (recommend or) mandate using e2e security whenever IMS Data Channel media is used towards an entity deployed outside the operator’s administrative domain.
· TS 23.334 [10] needs to be enhanced to describe use of e2e security for IMS (and WebRTC) Data Channel media.
· TS 24.229 [4] needs to be enhanced to describe use of e2e security for IMS (and WebRTC) Data Channel media.


*** End of 1st Change ***
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